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Abstract 
Wireless ad hoc networks are composed of independent nodes, managing the 

network without any infrastructure. The connection between nodes is provided by 
sending packages and by trusting to each other. Therefore, using efficient and 
certain protocols is the essential requirement of these networks. Due to special 
characteristics of wireless ad hoc networks such as lack of a fixed infrastructure, 
these protocols are exposed to many attacks. One of these attacks is black hole 
attack. In this attack, the node running this attack attracts data packages by sending 
a false response to source node and destroys them. In this paper, the effect of black 
hole attack on DSR and AODV routing protocol in wireless ad hoc network has been 
studied. The results simulated with NS2 simulator software show the weaknesses and 
advantages of these protocols when there are black hole nodes in the network. 
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1. Introduction 

In wireless ad hoc networks, there is no fixed infrastructure such as access points, 
and the nodes inside the network manage the network independently. In wireless ad hoc 
networks, topology is dynamic. Nodes continuously change their own places. New 
nodes can easily join the network at any time. In addition, the nodes inside the network 
can leave the network at any time. In these networks, connection between the nodes is 
wireless. Also, due to above mentioned characteristics, these networks are available in 
places where establishing wireless networks is not possible. Wireless ad hoc networks 
can be used in impassable or mountainous areas and battlefields where the soldiers can 
communicate with each other. Also, they can be used in natural events such as flood or 
earthquake. Since there is no fixed infrastructure in these networks, nodes act as a host 
and router [1][2][3], and they use different routing protocols in routing process [4][5]. 
These protocols are classified into three parts according to retaining discovered routes. 
The protocols of rotary table retain routing data and information in tables, and general 
distribution of these tables update routing table of all nodes. On-demand protocols in 
which route discovery operations are preferred when it is necessary. Combined 
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protocols are a combination of two previous parts. Due to characteristics of wireless ad 
hoc networks such as lack of a fixed infrastructure and trusting the nodes to each other, 
these networks are exposed to some attacks. Routing protocols are mostly exposed to 
these attacks. Black hole attack is one of these attacks. In this attack, destructive node 
uses the vulnerability of routing protocol, and attracts network traffic, and finally, it 
destroys the packages. 

In this paper, the effect of this attack on two routing protocols; namely, AODV and 
DSR, is investigated. For this purpose, three criteria; namely, end-to-end delay, routing 
overhead and delivery rate of packages, are evaluated. The results of this attack in three 
protocols simulated by NS2 simulator software show the weaknesses and advantages of 
these protocols in measured criteria. 

2. AODV Routing Protocol 

AODV is an on-demand routing protocol. In this protocol, routs are not kept in 
routing table for always, and these tables are not exchanged between nodes. When a 
node requires a route toward another node, it initiates route discovery operations. After 
discovering the route, the entry of this route is stored in routing table for three seconds. 
In these protocols, routing control messages are used such as route request (RREQ), 
route response (RREP) and route error (RERR). In discovering the routs, nodes 
cooperate with each other. When the source node is going to connect to destination 
node, it initiates route discovery operations. In order to do this, it generally distributes 
RREQ. This message is received by neighbor nodes of source node. Each middle node 
investigates its own routing table when RREQ is received. If there is a new route toward 
destination node in its routing table, then it inversely respondes to source node by 
sending RREP; otherwise, it generally distributes RREQ. This process continues until 
destination node or middle node that follows a new route toward destination node 
receives RREQ, and in this way, it creates RREP message, and inversely sends it to 
source node. When RREQ message moves in the network, the number of its steps 
increases by passing through each node. The node sending RREP expands its own 
routing table according to the number of steps, and then it updates the sequence number. 
Each middle node sends RREP when the sequence number of RREQ is smaller than the 
sequence number of its routing table. Each RREQ has an indicator. When a node 
receives two RREQs with the same indicator, the newer RREQ is removed. In there are 
two routes toward receiving destination, then the route having maximum sequence 
number is selected. If sequence numbers are same, the message with minimum number 
of steps is selected [7][8].  
1.2 Sequence Number  

Sequence number acts as a time stamp. By using sequence numbers, nodes can 
recognize that sent and transferred information of which node is newer than other nodes. 
When the nodes send control messages such as RREQ, RREP and RERR, they increase 
their own sequence number.  

3. DSR Routing Protocol 

In this protocol, when the source node is connected to destination node, it creates 
RREQ message, and the source and destination nodes are recognized. Then, this 
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package is generally distributed. If middle nodes do not have any route toward 
destination node in routing table, then they place information in package header and 
distribute it generally. Therefore, when message is received by a destination node, it 
involves information of destination nodes and their sequences. When RREQ is received 
by a destination node or middle node that has a route toward destination, RREP 
message is created, and this node inversely sends it from the list of RREQ header to the 
source node [9]. This method is efficient, but due to high volume of package headers in 
which information of middle nodes are stored and retained, too much load is imposed to 
the network, and high bandwidth is required. When the length of route increases and 
there are too many nodes in the route, the size of packages increases, because 
information of many nodes should be included in packages header.  When the source 
node receives RREP package, it can include destination route in data package header 
(DATA). Therefore, middle nodes know that which package should be sent to which 
node through this route. For this reason, this protocol is called dynamic source routing 
protocol. When a node cannot send a package to next node, RERR package is created, 
and it is inversely returned to the source node. In this way, the source node is informed 
about route disconnection, and the process of route discovery is initiated. The efficiency 
of this method decreases when the speed of nodes increases because some routes 
discovered by the source node in receiving RREP message may be destroyed [10].  

4. Black Hole Attack 

One of the attacks in wireless ad hoc network is black hole attack. In this case, 
destructive node waits until it receives RREQ message from neighbor nodes. When 
destructive node receives RREQ message, it, immediately and without investigating its 
own routing table, creates a route toward destination by sending a false RREP message. 
This work is done before sending a proper message by other nodes. Therefore, in 
requesting node, it is supposed that routing process has ended, and it initiates sending 
package to a destructive node. In this way, destructive node attacks to RREQ messages. 
If all routs are discovered and obtained, then all packages will be sent, and destructive 
node will not send packages and destroys all of them. This is called a black hole similar 
to real world black hole that swallows everything. In a successful black hole attack, 
destructive node should be placed in the center of wireless network. If destructive node 
in false RREP message locates another sacrificed node in its own place, then all 
messages will be sent to that node. In this way, the scarified node processes all received 
packages. Black hole attack affects the whole network. Black hole in RREP involves the 
maximum sequence number and minimum step numbers. In this way, it deceives 
requesting node of the route, and pretends that interval of destination node is one step. 
In the node sending RREP, it is supposed that, after receiving RREP, the best route is 
discovered; hence, data packages are sent to black hole. Black hole destroys all 
packages. If black hole is successful in attracting whole network traffic, then it provides 
an obstacle for service. There are two kinds of black hole attacks; namely, single black 
hole and cooperative black hole. In single black hole, there is a black hole node in the 
network, while in cooperative black hole, there is more than one black hole, and they 
cooperate with each other. In this paper, by simulating single black hole attack in DSR 
and AODV protocols, the effect of this attack on two protocols is evaluated.  
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5. Simulation Results      

NS2 stimulator software has been used for simulation. The measured criteria for 
evaluating the efficiency of network are as follows:  

Delivery rate of package: refers to the ratio of the amount of data packages sent by the 
source node and the number of data packages received in final destination.  

End-to-end delay average: is delay average between data packages sent by the source 
node and data packages received by destination. This involves all delays created in the 
route, frequent delay in MAC layer and etc. 

Routing overhead: is the ratio of produced control packages to sent data packages. 
The number of nodes in the network is equal to 30 nodes. The perimeter of the 

network is 1000*1000 meters. These nodes are located in random places. Five traffic 
currents send data packages in the network with fixed rate. The size of packages is 512 
byte. Duration of simulation is 300 seconds. Simulation results on the basis of various 
speeds of the nodes have been shown in the following diagrams. In these diagrams, 
AODV refers to the network without any black hole node, and routing is performed 
with AODV protocol. BAODV is a network with a black hole node, and routing is 
performed on the basis of AODV. DSR is a network without a black hole node, and 
routing is performed with DSR protocol, while BSDR is a network with a black hole 
node, and routing is performed on the basis of DSR protocol. 

   

 
Figure 1: Delivery rate of package with different speeds 

 
Figure 1 shows that when there is no black hole in the network, DSR performs better 

in terms of sending packages to destination. Black hole attack brings delivery rate of 
package to a low level in both protocols. However, DSR protocol performs better than 
AODV when the speed is low.  
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Figure 2: End-to-end delay in various speeds 

 
Figure 2 demonstrates that when there is a black hole, end-to-end delay increases in 

various speeds. When there is no black hole, end-to-end delay in DSR is less than 
AODV, while when there is a black hole, this delay is great in AODV protocol in low 
speeds, and it’s great in DSR in high speeds.  

 

 
Figure 3: Routing overload in various speeds 

 
Figure 3 shows routing overload in different speeds. When there is a black hole, 

routing overhead is high due to breaking the links. Routing overhead is great in DSR 
when the speed is high because routs of the source are mostly destroyed. 

6. Conclusion 

In this paper, DSR and AODV protocols whose tasks are routing of wireless ad hoc 
network have been studied. In addition, black hole attack against routing protocols in 
wireless ad hoc network has been explained, and the effect of this attack on AODV and 
DSR protocols has been evaluated. Black hole attack in two protocols has been 
simulated by NS2 simulator software. In order to evaluate black hole attack in various 
speeds, we simulated 10 scenarios by NS2 simulator. They were firstly simulated 
without black hole node and then with black hole node. The results indicate that black 
hole attack has increased delivery rate of package from 65 percent to 82.8 percent in 
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DSR protocol, and from 65.3 percent to 87.02 percent in AODV protocol. Also, routing 
overhead and end-to-end delay in two protocols have been increased due to black hole 
node. By comparing two protocols, it has been shown that DSR performs better than 
AODV in low speeds and in both modes: without a black hole and with the black hole. 
However, when speed increases, DSR protocol efficiency gradually decreases. 
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