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Abstract: 

The definition of SCADA is ‘Supervisory Control and Data 

Acquisition’. The major function of SCADA is for acquiring data from 

remote devices such as valves, pumps, transmitters etc. and providing 

overall control remotely from a SCADA Host software platform. This 

provides process control locally so that these devices turn on and off at 

the right time, supporting your control strategy and a remote method of 

capturing data and events (alarms) for monitoring these processes. 

SCADA Host platforms also provide functions for graphical displays, 

alarming, trending and historical storage of data. The relationship 

between the customer and the focus of SCADA systems by different 

environment such as radio links and satellite communications, fiber 

optic communications networks LAN, PSTN phone lines and GSM and 

GPRS. In this paper we introduce a new idea in the field of better 

control and a more secure connection to the core of each of the bases 

under review. In the proposed system we allocate specified address 

between the lines of communication and Data from each section 

connected to the network (client) codes. At the core in the event of non-

compliance with the default code system  generate alarms. SCADA 

systems are used to control and monitor control processes in each of the 

customers used these models. The advantage of the proposed method is 

preventing and minimize eavesdropping and sabotage and manipulation 

of the data to the main server. The security factor in these systems 

dramatically increases. 
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Introduction: 

 
Systems and SCADA systems (SCADA: Supervisory Control and Data Acquisition) has long been 

used to control and monitor the processes and systems and equipment for oil and gas and 

petrochemical industries. Today, using advanced equipment and modern, SCADA systems have 

become an inevitable part have been in this industry. Different environment such as radio links and 

satellite communications, fiber optic communications networks LAN, PSTN phone lines and also 

GSM and GPRS are frequently used today for this purpose. 

It often in distributed systems such as sewage collection and water distribution systems, oil and gas 

pipelines, electrical power networks and systems, rail transport, are used. 

A SCADA control center, centralized monitoring and control networks and remote sites, as well. 

Based on data obtained remotely from remote stations, control commands can be automatically sent by 

the operator to control station’ instruments. Site agencies, control local initiatives, such as opening and 

closing the valves, Breaker, gather information from Sensors and monitor the local environment for 

emergency situation. 

Telecommunications systems that are used by SCADA systems entitled faster and more reliable. In 

fact SCADA systems are designed to work with challenges related to telecommunications in 

particular, for example, challenges to delay or loss of data under various communication interfaces. 

According to the SCADA system components, SCADA systems can be seen as consisting of three 

basic components: A control center (MS): includes computer and its accessories and to obtain ordering 

information and perform the necessary processing programs used On-Line and impose control orders 

and is key components of a SCADA system. B) Remote terminal unit (RTU): remote terminals for 

data collection of posts and stations and write the information needed for the center to be built in the 

vicinity of the centers, Depending on the terminal where the information processing done differently. 

(C) Communication systems (Communication Systems): communication paths between MS and RTU 

equipment that communication channels will be selected on the basis of protocols. 

 

System models: 

 
In our proposed model system to prevent eavesdropping and interference of external factors in the 

relationship between the main office and systems are monitored. Communication between the server 

and the client through the bed is such that eavesdropping and wiretapping and is sabotage. According 

to different frequency bandwidth and fast data transfer between the server and each of the posts detect 

any disturbance in this process is critical. 

Below you can see examples of SCADA networks in both small and large scale topology are 

displayed. 
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In this network, assign a specific address to each two-way device in system , network security can 

increase. Data from each section connected to the network (client) codes. At the core in the 

event of non-compliance with the default code system generate alarms, And these alarms for 

blow, to reduce energy loss after a certain time hourly, and after two days, even hours, alarms. 

In the absence of follow-up (error correction) the relevant part of the circuit is turned off and 

actually come out and not the original system problems. Thus, after each interception and 

tampering detection system known from a source other than resources defined in the system, alarm 

create and the system automatically posts to the network and  interrupts access to check and correct 

errors. The advantage of this model is to prevent the manipulation of physical networks. Because 

SCADA control system is responsible for long distance, therefore, it is important to study Physical 

Case.  In Automation SCADA control system if  the part that addressing it does not establish the 

necessary coordination in any way, First alarm is generated and recorded and sent to headquarters And 

then the association was monitored Getting monitored and controlled access sector has not corrected it 

will remain so. 

 

Result: 
 

SCADA is the acronym for Supervisory Control and Data Acquisition phrase. SCADA systems are 

typically used for control data acquisition in large network and process at a regulatory level 

(supervisory). A SCADA system includes hardware-related input and output signals, controllers, HMI, 

networks, telecommunication systems, database and software. 

SCADA usually arises in the branch of Instrumentation Engineering. The term SCADA usually refers 

to a central system that monitors and controls a complete site or a system that has a surface area of 

kilometers wide. The bulk of this control automatically is done by a Remote Terminal Unit (RTU) or a 

Programmable Logic Controller (PLC). Host Control operations are almost always restricted to basic 

site or the same level of regulatory (supervisory).  

A SCADA system can be divided into the following four components: 

1. Instrumentation field (Field Instrumentation) 

2. Remote stations (RTU's) 

3. Communications Network 

4. Central Monitoring Station and HMI 

A process referred above generally, can be a process of industrial, infrastructure or facility based. 

SCADA systems are used for each of these applications, all Supervisory Control and Data Acquisition 

doing, although the system used by each application is different. 

In this paper, the new model for communication networks, SCADA control and enhance information 

security in SCADA control systems examined. The hardware implementation model and method has 

potential applications in industrial automation. 
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